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>>> Self-help Guide <<<

Configure SMU Wi-Fi (WLAN-SMU)

Reference OS: Windows 10

1. Press Windows EH+ R to open the Run dialog, enter control panel in the
empty box and click OK.

1 Run >

= Typethe name of a program, folder, document, or Internet
= resource, and Windows will open it for you,

Open: | | NN | »

e o o -

: Cancel Browse...

2. Inthe Control Panel window, click on “Network and Internet”.

" - rNetwork and Internet 1

- ———
¥ "View network status and tasks

Choose homegroup and sharing options

Integrated Information Technology Services (IT Helpdesk)

In the Network and Internet windows, click on “Network and Sharing Center”.

iy rNetwork and Sharing Center|
A o ——— -
View network status and tasks . Connect to a network

In Network and Sharing Center windows, click on “Set up a new connection
or network”.

Change your networking settings

——— — — ———————— -

E‘E Set up a new connection or network |
-

Set up a broadband, dial-up, or VPN connection;

Next, click on “Manually connect to a wireless network”.
Choose a connection option
F‘Q Connect to the Internet

== Set up a new network

-
[ -
1 L‘. Manually connect to a wireless network 1

1< Connect to a hidden network or create a new wireless profile. 1
i ——————

i Connect to a workplace
l

Set up a dial-up or VPN connection to you

When prompted to enter the wireless network information:
e Enter the Network name/SSID:
WLAN-SMU

e Select “WPAZ2-Enterprise” as the Security Type. Encryption type will be
defaulted to AES.

e Enable the “Start this connection automatically” check box.
e Enable the “Connect even if the network is not broadcasting” checkbox.
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e  (Click “Next” button.

Enter information for the wireless network you want to add
- ———————
Network name: ]  wian-smu 1
—————— -
O ——————
Security type: ] VA2 Enterprise -1
- -

Encryption type: AES

Security Key: Hide characters

Elnn this connection automatically

F-lunnect even if the network is not broadcasting
Wamning: If you select this option, your computer's privacy might be at risk.

Cancel

7. Inthe next window, click on “Change connection settings”.

Successfully added WLAN-SMU
o ——
1 = Change connection settings :
1

| T ————————

1 Open the connection properties so that | can change the settings.

8. Inthe pop-up window, Wireless Network Properties:
e Click on the “Security” tab.

Integrated Information Technology Services (IT Helpdesk)

-
Connectiofl Security 1

-
Name: WLAN-SMU
SSID: WLAN-SMU
Network type: Access point

Network availability:  All users

| Connect automatically when this network is in range

[ Look for other wireless networks while connected to this network
+| Connect even if the network is not broadcasting its name (SSID)
:|Enable WLAN connection settings

Configure...

9. Under the Security options:
e Click on the “Settings” button.

Connection Security
Security type: WPA2-Enterprise v

Encryption type: AES v

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v

' Remember my credentials for this connection each
time I'm logged on

10. In the Protected EAP Properties page:
e Select the following Settings:



Configure SMU Wi-Fi (WLAN-SMU) : Joined Domain

SMU Classification: Restricted

5 SMU

SINGATORE MARAGIMENT
URIVERSITY

Protected EAP Properties X Protected EAP Properties

When connecting: When connecting:
[ Verify the server's identity by validating the certificate

(4 Verify the server’s identity by validating the certficate

|| Balumore Cybes R

[J Class 3 Public Primary Certification Authority
[[] coMODO RSA Certification Authority

[[] DigCert Assured ID Root CA

[ DigiCert High Assurance EV Root CA
ocre

/] Entrust Root Certification Authority
7] Entrust Root Certification Authority - G2
b Entrust.net Certification Authority (2048]

o] concel Co ][ o

|l Connect to these servers (examples:srv 1;srv2;, *\, srv3\,.com): | Cornect to thess servers (examples:ery 1;5rv2;. "\, srv3\, com):
| acs.smu.edu.sg ‘ acs.smu.edu.eg
Trusted Root Certification Authorities: Trusted Root Certfication Authorities:
[] AddTrust External CA Root A~ [] DigiCert Giobal Root G2 Al

[[] DigiCert Global Root CA v ] Equfax Secure Certificate Authority v
< > < >
before connecting:
Don't ask user to authorize new servers or trusted CAs V. Don't ask user to authorize new servers or trusted CAs Iv
Select Authentication Method: Select Authentication Method:
Seawed password (EAP-MSCHAP v2) | | Configure... Seared password (EAP-MSCHAP v2) v | Configure...
[ Enable Fast Reconnect [ Enable East Reconnect
[JDisconnect if server does not present cryptobinding TLV (] Dsconnect if server does not present aryptobinding TLV
[[]Enable Identity Privacy [[]Enable Identity Privacy

e C(lick on the “Configure...” button.

Sedect Authentication Mathod:

Seored password [EAP-MSCHAR vI) ~ | Configure...
7] Enable Fast Reconnect

[ pisconnect if sarver does mot present arypitobinding TLY

[] Enabie [dentity Privacy

Integrated Information Technology Services (IT Helpdesk)

e Ensure the checkbox for “Automatically use my Windows login name
and password” is checked and click on OK button.

EAP MSCHAPv2 Properties

When connecting:
fg'utomalically use my Windows logon name and
L =Bassword (and domain if any).

| OK | Cancel

11. Under the Security options:
e Click on the “Advanced settings”.

Connection Security

Security type: \WPA2-Enterprise v

Encryption type: AES v

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v Settings

|+|Remember my credentials for this connection each
time I'm logged on
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e Ensure the checkbox for “Specify authentication mode:” is checked.

From dropdown menu, select “User authentication”.

802.1X settings 802.11 settings
-

r
L~/ Jaequ authentication mode:

User or computer authentication |
'(‘-\ e CUOR - —
|User authentication
oL B B A e

Enable single sign on for this network

Ensure the checkbox for “Enable single sign on for this network” is
checked.

Select “Perform immediately before user logon” radio box and click OK
button to finish the configuration.

Advanced settings
802.1X settings 802.11 settings
+| Specify authentication mode:
User authentication )
Delete credentials for all users
—— -

I /Enable single sign on for this network

E‘ S PTom Immediately before Cier logon 3

Maximum delay (seconds): 10 =

/| Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

1 OK I Cancel
| S pp——
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12. Click on the wireless connection icon as shown in the diagram to view the
status of the wireless access.

— E] -llll I' )

13. When you are within range of the Wireless Access Point and your wireless
network radio enabled, Windows will display a “Connected” message.
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